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q Architecture of Vulnerability Management
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Assessment

. Assassment result racall * Vulnerability assessment analysisthistory) search
History < * Vulnerability detail remedy result search
Assessmant « Top 10 vulnerability. Most vulnerability. Important vulnerability Vul - " —
Statistics ) " - - * Vulnerability analysis statistics seanch
Vulnerability trend by server. Various conditioned search - Varbous conditional searches for statisth
- R Remedy * Remedy result search * Remedy search by time
E-Mail communication 4 » [k Do e
Report mr&mmw' by tine period and by agent - Vulnerability repert search and print out
* Report Export
- . + User management, Group management, Equipment management . Uset privi . . t hand "
Configuration . - o B f privileges configuration, equipment search and grouping
Vulnerability update . Important vulnerability, exceptional vulnerability configuration T e T TR
‘ Knovdndgn = Technical help, Security notification, Update technical documentation + Technical questions and message board search
. ' Cantar = Vulnerability workflow, vulnerability information, What is wul nerability? + Vulnerabilities assessment workflow overview
Related data collecting
and providing Remote - Remote assessment with system and network vulnerability + Direct console management from integrated management systam
Assessment assessment tool
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Process of Vulnerability Management
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Various Implementation with Secuguard Products

Unified Vulnerability Management
Work-Flow for Security Management

Security Compliance Management
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Syste Web F|rewaII /VP IDS/IPS Router . . . Application
LogCops LogCops
Manager Appliance Appliance Saver
Manager * Collector Agserver * Saver *
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Product Environment
Collector Back-end Collector
(Basic) Linux

Memory Queue

HW Appliance
Agserver Front-end Collector
(Option) Linux

HW Appliance
Manager Linux
(Option) Apache Tomcat

PG SQL
Saver Linux
(Option) NAS/SAN/Shared

File System

HW Appliance
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* Appliance Model (For Domestic Only)
|

TFI) LCA-9020 LCA-9040 LCA-9100 LCA-9200
NEB 1 ar
Z ) < 4
CPU 1 x Intel Xeon Quadcore 2 x Intel Xeon Quadcore 2 x Intel Xeon Quadcore 2 x Intel Xeon Quadcore
2.0 GHz 2.0 GHz 2.0 GHz 3.0 GHz
Memor 8 GB (2 x 4 GB DDR 1II FB- 16 GB (4 x4 GB DDRIIFB- | 32 GB (8 x4 GB DDRII FB- | 64 GB (16 x 4 GB DDR II
y DIMM ECC) DIMM ECC) DIMM ECC) FB-DIMM ECC)
HDD 2TB (1 x1TB SATA I, 7.2 4TB (4 x1TB SATAIIL 7.2 8TB (8 x1TB SATAI, 7.2 8TB (8 x 1 TB SATA I, 7.2
K RPM) K RPM) K RPM) with RAID 5 K RPM) with RAID 5
BEAE 520w PSU 520w PSU Redundant 700W PFC Redundant 700W PFC
P2 b2 1U 1U 2U 2U
i = A 2 x GbE Copper 2 x GbE Copper 2 x GbE Copper 2 x GbE Copper
AR I Ll 9-Pin Serial 9-Pin Serial 9-Pin Serial 9-Pin Serial
IRE 2,000 mps 4,000 mps 10,000 mps 20,000 mps
S #J 3005 LAY # 3008 LA #J 3005 LAY # 3008 LA
PERE FEHT #J 3008 LAY #J 3008 LI #J 3008 LAY % 300 LI
N 20 TB 40 TB 40 TB 40 TB
409
(12:1FE#8) (12:1FE4E) (12:1FE#& &% U*RAID) (12:1FE#E X% ' RAID)

% FEEMBIE. FERUICEETDIHENHDFET.
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Various Implementation with LogCops Platform
I

TTY for Unix Log External Internal
WUSA for Management Fraud Fraud

Window Detection Detection
SIEM System System

Scale-Out Cluster Architecture

Big Data Platform

Fail-Over Cluster (not Active-Standby) Architecture
Unlimited Expandable Storage Size with Lustre
Scenario-based High Volume and Speed Search

Lightest Memory DB Kernel (called Memory Q)

AR N NN

Various and Reliable Data Collection System

Web/Web Cache Finance Appls Privacy Logs on Misc Appls Log
Unix Servers Win Servers Servers  Security Devices Network Devices Log on Servers Servers on Servers

| | |
| |
|
B === RRBIIDBRRINED
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Host based Vulnerability Assessment Tool
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Network based Vulnerability Assessment
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Web Vulnerability Assessment Tool
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Unified Vulnerability Management System
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Unified Vulnerability Management System
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Host based Vulnerability Assessment Tool

Secu[EIL| NS IE
Network based Vulnerability Assessment
Tool
SeculfITTE| WS IE
Web Vulnerability Assessment Tool
LocCors
InTernAaLCoOPS
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q FERBER
Target | Target

IBK Bank Bank LogCops 2,000 10,000
KEB Hana Bank Finance/Bank S V C SSE/C, NSE, WSE, UVM 1,500 3,500

National Information Resources
Service (NIRS)

Korea Transportation Safety
Authority (KTSA)

Korea Rural Community
Corporation (KRC)

Seoul Data Center Local Government S V C SSE/C, UVM

National Health Insurance
Service (NHIS)

Government S Vv C SSE/C, UVM 9,500 28,500

SSE/C, NSE, WSE, UVM

Government Agency S vClLFP LogCops, PrivacyCops

Government Agency S VvV C SSE/C, UVM

Government Agency S v C SSE/C, UVM

SSE/C, NSE, WSE, UVM

KB Card Finance/Credit Card S VCLFP LogCops, PrivacyCops
Bank of Korea Finance/Bank S VCL SSE/C, UVM, LogCops
ShinHan Bank Finance/Bank S vV C SSE/C, UVM

Hana Daetoo Securities Finance/Securities C L LogCops

Korea Housing and Urban . SSE/C, WSE, UVM,
Guarantee Corporation (KHUG) Sl (U 2o e L LogCops

Korea Electric Power Public Enterprise SVCLFP SSE/C, NSE, WSE, UVM

Corporation (KEPCO) LogCops, PrivacyCops

S : Information Security, V : Vulnerability Management, C : Compliance, L : Log Management, P : Privacy Information
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ut-'-'-\'-'-l U5 ¢ —Bass1sTli & BH > 25 A(SVAMS)DKEB Hana 87 (54 AR)

DB mstance WEB/WAS NW Equment PC

Number of Assets 1,500

Secuguard SSE/C (0 (0] (0] - -
Secuguard NSE (0 - - (0] (0]
Secuguard WSE - - (0] - -
Secuguard UVM (0 (0] (0] (0] -

u SVAMS of EZiEiEREEB(NIRS) (64 AM)

DB mstance WEB/WAS NW Equment PC

Number of Assets 9,500 9,500 9,500

Secuguard SSE/C (0] o (0] - -
Secuguard NSE (0] - - o (0]
Secuguard WSE - - (0] - -
Secuguard UVM (0] o (0] o -
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